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Abstract

Signature verification is an important biometric tech-
nique that aims to detect whether a given signature is forged
or genuine. It is essential in preventing falsification of doc-
uments in numerous financial, legal, and other commercial
settings. Our project aims to automate the process of sig-
nature verification by using convolutional neural networks
(CNNs). Our model is based on the VGG16 architecture,
and we use the ICDAR 2011 SigComp dataset to train our
model with transfer learning. When classifying whether a
given signature was a forgery or genuine, we achieve ac-
curacies of 97% for Dutch signatures and 95% for Chi-
nese Signatures. We also performed several experiments
altering the types of training data and prediction task to
make it more relevant to real-life applications, for which
our methods seem promising but for which we were not able
to achieve results much higher than a naive baseline.

1. Introduction

Biometric authentication is the process of verifying the
identity of individuals based on their unique biological char-
acteristics. It has become a ubiquitous standard for access to
high security systems. Current methods in machine learn-
ing and statistics have allowed for the reliable automation
of many of these tasks (face verification, fingerprinting, iris
recognition). Among the numerous tasks used for biometric
authentication is signature verification, which aims to detect
whether a given signature is genuine or forged.

Signature verification is essential in preventing falsifica-
tion of documents in numerous financial, legal, and other
commercial settings. The task presents several unique dif-
ficulties: high intra-class variability (an individual’s sig-
nature may vary greatly day-to-day), large temporal varia-
tion (signature may change completely over time), and high
inter-class similarity (forgeries, by nature, attempt to be as
indistinguishable from genuine signatures as possible).

There exist two types of signature verification: online
and offline. Online verification requires an electronic sign-
ing system which provides data such as the pen’s position,
azimuth/altitude angle, and pressure at each time-step of the

Figure 1. Superimposed examples of multiple genuine signatures
from the same ID, indicating high intraclass variability (from [10])

signing. By contrast, offline verification uses solely 2D vi-
sual (pixel) data acquired from scanning signed documents.
While online systems provide more information to verify
identity, they are less versatile and can only be used in cer-
tain contexts (e.g. transaction authorization) because they
require specific input systems.

We aim to build an offline signature verification system
using a Convolutional Neural Network (CNN). Our paper
focuses on building systems trained on data with varying
degrees of information, as well as experimenting with dif-
ferent objective functions to obtain optimal error rates.

2. Related Work

2.1. Tasks Within Signature Verification

Unfortunately, the task of offline signature verification
does not have a uniform standard for performance evalua-
tion. In 2004, the University of Hong Kong hosted the first
international signature verification competition [2], but the
competition was solely for online signatures. Nonetheless,
this paved the way for future competitions for both online
and offline verification ([3], [4]). Beyond the online/offline
distinction, there are two further distinctions that define the
task of signature verification, which we will refer to as
”forgery exposure” and ”writer-dependence”.

The forgery exposure of the task is determined by what
kinds of signatures the model is trained on. Some authors
train on forgeries and genuine signatures, but test on differ-
ent forgeries and genuine signatures during testing; some
train on forgeries for identities that exist solely in the train-
ing set (then test on forgeries and genuine signatures for
novel IDs); some authors do not use forgeries at all during
training. It is worth noting that only the latter two tasks are
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reasonable for practical applications. That is, while a sys-
tem could have access to a development set that includes
forgeries, it is unlikely that forgeries can be acquired for all
users of that system.

We have trained systems for the first two of these vari-
eties. In the experiments section, we detail exactly how we
use the training and test data to accomplish each task.

The writer-dependence distinction refers to whether the
model has a different classifier for each identity, or a sin-
gle classifier for all identities. Writer-dependent models,
which are more common in the literature, use a different
classifier for each user. At test time, the model is given
the ID of the signature for which it is testing authentic-
ity. Writer-independent models use a single classifier for all
identities. We have developed both writer-dependent and
writer-independent models in our report.

2.2. Feature Selection

Most existing models in the literature use explicit feature
extraction, including geometric [9], graphometric [10], di-
rectional [11], wavelet [12], shadow [13], and texture [14]
features . Only in recent years has feature learning been ex-
plored [15]. We feed in raw pixels to our network, letting
the CNN learn the relevant features for signature verifica-
tion.

2.3. Competing Models

The signature verification literature includes several ex-
amples of Hidden Markov Models [18], Neural Networks
[17], Support Vector Machines [19], and other machine
learning models.

In 2012, Khalajzadeh et al. [16] used CNNs for Persian
signature verification, which is the only report of CNNs be-
ing used in the offline signature verification literature. Un-
fortunately, the paper includes very little information about
their methodology (i.e. forgery exposure, writer depen-
dence). Based on their explanation, we assume their model
is trained on forgeries and genuine signatures for all IDs,
and thus can be compared with our work in our main ex-
periment. There results only report an average of 99.86 for
validation performance, and mean squared error, making it
difficult to fully compare our model to theirs.

3. Methods
3.1. Convolutional Neural Networks

Convolutional Neural Networks (CNNs) have proven
successful in recent years at a large number of image
processing-based machine learning tasks. Many other
methods of performing such tasks revolve around a pro-
cess of feature extraction, in which hand-chosen features
extracted from an image are fed into a classifier to arrive at
a classification decision. Such processes are only as strong

as the chosen features, which often take large amounts of
care and effort to construct.

By contrast, in a CNN, the features fed into the final lin-
ear classifier are all learned from the dataset. A CNN con-
sists of a number of layers, starting at the raw image pixels,
which each perform a simple computation and feed the re-
sult to the next layer, with the final result being fed to a
linear classifier. The layers’ computations are based on a
number of parameters which are learned through the pro-
cess of backpropagation, in which for each parameter, the
gradient of the classification loss with respect to that param-
eter is computed and the parameter is updated with the goal
of minimizing the loss function. Exactly how this update is
done and what the loss function is are tunable hyperparam-
eters of the network, discussed in more detail below. For
more details on backpropagation, see [5].

3.2. VGG Architecture

The architecture of a CNN determines how many layers
it has, what each of these layers is doing, and how the layers
are connected to each other. Choosing a good architecture
is crucial to successful learning with a CNN. For our main
training tasks, we used the VGG-16 CNN architecture [6].
This network contains a total of 16 layers with learnable
parameters. These layers are of the following types:

Fully Connected Layers: Fully connected layers apply
an affine transformation to their inputs. Mathematically, a
fully-connected layer from n inputs to h outputs works as
follows:

f(X) = WX + b

W ∈ Rnxh, b ∈ Rh

In a fully-connected layer, every output depends on every
input according to the weight matrix W , a learnable param-
eter. Outputs also depend on a bias term b which is learnable
but doesn’t depend on the inputs.

ReLU Nonlinearity: The Rectified Linear Unit is a com-
monly used activation function after fully-connected layers.
This layer applies the following mathematical operation to
input X:

f(X) = max(X, 0)

Here, the maximum is taken elementwise. ReLU layers
do not have any learnable parameters. ReLU is commonly
used in modern neural networks instead of other possible
activation functions such as sigmoid and tanh for several
reasons. One reason is that their computation is very sim-
ple, saving time during training that would be spent com-
puting exponentials for sigmoid and tanh. ReLU neurons
also do not become saturated at high input values, mean-
ing their gradient does not vanish to zero when receiving
such values. This allows the neurons to continue learning in
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scenarios where other activation functions would have van-
ishing gradients. However, because the gradient of a ReLU
neuron is 0 for negative inputs, it’s also possible for these
neurons to stop learning in cases where their input never
produces positive values.

Softmax Nonlinearity: The Softmax nonlinearity appears
in the final layer of the neural network and computes final
class scores that will be fed into the loss function or out-
putted during testing. It has no learnable parameters. These
scores have an interpretation as the neural network’s esti-
mated probabilities for each class. Note that all the output
values produced by the Softmax function add to one. Math-
ematically, the ith class probability f(x)i is computed as
follows:

f(x)i =
exi∑
exj

Using Softmax to compute class scores is an attractive
option because of its ease of interpretation.

Convolutional Layers: Convolutional layers process an
input image by sliding a number of small filters across each
possible region and outputting the dot product of the filter
and the image at each region. They are similar to fully-
connected layers, but with restrictions on which input neu-
rons are connected to which outputs. Specifically, outputs
are only connected to inputs of a small region, and all
weights for each filter are tied together rather than being
allowed to be learned independently. The learnable param-
eters for a convolutional layer are the weights of each filter
and one bias value for each filter. Convolutional layers lend
themselves naturally to understanding of images, in which
we often want to extract features by looking at small areas
of an image, where we don’t care exactly where in the image
the feature is. For example, a face is still a face regardless
of where in the image it is. Our architecture uses 3x3 filters,
with more filters used per layer as the network gets deeper.

Max Pooling Layers: Max pooling layers reduce the size
of an image by combining 2x2 regions of the input into a
single output value. For each 2x2 region of input, the output
value is simply the max value of those 4 input pixels. This
layer has no learnable parameters. This layer cuts both the
width and height of the image in half as it goes to the next
layer. In networks with max pooling layers, the input width
and height decrease as the image is forwarded through the
network, and the number of filters (depth) tends to increase.
This corresponds to processing the image at a higher level
of abstraction in which features correspond to larger region
of the input image.

Dropout Layers: Dropout layers are a non-deterministic
nonlinearity used in many modern neural networks. A
dropout layer takes in a number of inputs and for each input,
sets it to 0 with probability p and leaves it unchanged with
probability (1-p). During test time, dropout layers instead

behave deterministically and multiply all input values by (1-
p), the average value by which they were multiplied during
training. The dropout value p is a tunable hyperparameter
for the network. Dropout can be interpreted as a form of
regularization, as using dropout during training forces the
network to have many ways of computing a correct result
rather than just one. This keeps the network from relying
too heavily on any single connection.

3.3. Training the Network

As our loss function, we chose the standard Categorical
Cross-Entropy loss with L2 regularization, which is com-
puted from the outputs of the final Softmax layer. If X is
the output from the Softmax layer for a given training data
point, the unregularized loss is defined as:

−log(Xyi
)

Where yi is the correct class label. This is a standard
loss function for CNN’s. One important feature of this loss
function is that unlike other choices such as the Hinge Loss
function, it does not become satisfied with results that are
”good enough” and seeks to push the class scores closer
and closer to perfection, corresponding to all the probability
mass being assigned to the correct class.

Using the gradient of this loss function, we update all pa-
rameters in the network using the Nesterov Momentum up-
date. Our reasoning for using this particular update method
is explained in our Results section. This update keeps track
of a variable ”v” that is a function of the magnitude of pre-
vious updates, allowing the learning rate to depend on this
variable. This type of update is more tolerant to differ-
ent values of learning rate and tends to converge relatively
quickly, as it can adapt over time based on how quickly the
parameters are changing.

3.4. Transfer Learning

VGG-16 is a large neural network with a huge number
of learnable parameters. Effectively training a network this
large from scratch requires a large dataset and access to
substantial computational resources. However, this prob-
lem can be averted by leveraging similarities between dif-
ferent image datasets. Specifically, for most reasonable im-
age classification tasks, the low-level features learned by
the first few layers of a network will be roughly the same
regardless of the dataset. This means that we can initial-
ize our neural network with parameter values learned from
a different dataset and expect that the values for the first
layers of the network will work well without having to be
trained. This process is known as transfer learning.

For our task, we downloaded pretrained
weights trained on ImageNet for the VGG-16
architecture by following the directions here:
(https://github.com/Lasagne/Recipes/blob/master/modelzoo/vgg16.py).
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We initialized our model with the pretrained weights and
allowed only the fully-connected layers at the end to train,
keeping the convolutional layers fixed throughout training
(this is a decision we came to based on testing different
options, see results for further discussion).

3.5. Comparison Networks

In our final experiment, we make use of a model
proposed in [7] for image patch comparison. The paper
proposes several models for image patch comparison,
including siamese (similar to [8]), pseudo siamese, and
2-channel networks. In the 2-channel network, two images
are stacked (i.e. each image serves as a channel for the
composite, paired image) as the input to a convolutional
network. The convolutional network then leads to a
full connected linear decision layer with 1 output that
indicates the similarity of the two patches. They found
the the 2-channel network outperforms the other proposed
architectures. Further details about our adaptation are in the
Results section. The following is a sketch of a 2-channel
architecture:

Figure 2. 2-channel network for image patch comparison (from
[7])

4. Dataset and Features
4.1. Dataset

Our dataset comes from the International Conference on
Document Analysis and Recognition (ICDAR) 2011 Sig-
Comp international signature verification competition [3].
The dataset includes both online and offline signatures (of
which we only use the latter) for both Chinese and Dutch
signers. The dataset is split into a training set and testing
set of nonoverlapping IDs. The Dutch training set includes
a total of 366 images for 10 IDS, with about 25 genuine sig-
natures and 11 forged signatures for each ID. The Chinese

Figure 3. Example images from the SigComp 2011 dataset

training set contains 576 images for 10 IDs, with about 25
genuine signatures and 30 forgeries for each ID.

Both testing sets include a “reference” and“questioned”
set, where the references are known genuine signatures, and
the questioned signatures are either genuine or forged. The
The Dutch testing set had 45 IDs, each with 10 reference
signatures and about 25 questioned signatures. The Chi-
nese testing set had 10 IDs, each with about 12 reference
signatures and about 50 questioned signatures.

We conformed to the prescribed training testing split for
our last experiment (Writer-Dependent Comparison Task),
but modified the split to increase the number of examples in
our training set for the other tasks.

5. Results

5.1. Evaluation Metrics

During training and model tuning, we held out a test set
which was not tested on until the final submission of our
project. We report accuracy on this set as well as on a val-
idation set, which we used to tune our hyperparameters as
we iterated on our models. The model we consider ”best” is
the one which achieved the best performance on the valida-
tion set, and we ran this best model on the test set to achieve
the results for the test set.

All of our tasks involve the test-time behavior of classi-
fying whether a given signature is forged or genuine. We
evaluate our performance using three metrics: classification
accuracy, False Acceptance Rate, and False Rejection Rate.
They are defined as follows, where genuine signatures are
considered ”positive” examples:

Accuracy =
true positives+ true negatives

num data
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FAR =
false negatives

true positives+ false negatives

FRR =
false positives

false positives+ true negatives

Higher accuracy is better, and lower FAR and FRR are
better. These metrics can be interpreted in different ways,
but it is arguable that in applications it is most important
to achieve low FAR scores, as a good signature verification
system should not let forgeries through, whereas acciden-
tally classifying a genuine signature as a forgery is less of a
problem because one can simply ask the person to sign their
signature again.

5.2. Main Task

Our first task was to train a CNN to recognize whether
individual signatures are forged or genuine, having seen ex-
amples of both forged and genuine versions of that same
person’s signature during training.

For this task, we label all data points in our SIGCOMP
2011 Dataset as either genuine or forged, discarding the
identity of the signer. We train one network on signatures
from all identities together. For each language, all the data
for that language is split into training, validation, and test
data randomly, meaning validation and test data consist of
new copies of signatures of the same people whose signa-
tures are in the training set. For both Chinese and Dutch,
we put 80% of our data in the training set and 10% in each
of the validation and test sets.

Our results are summarized in the following table:

Category Dutch Result Chinese Result
Validation Accuracy 97% 95%

Validation FAR 3.6% 4.7%
Validation FRR 3.6% 5.6%
Test Accuracy 94% 88%

Test FAR 13.32% 8.2%
Test FRR 3.13% 18.2%

Our focus when tuning the network was to achieve the
best possible classification accuracy, FAR, and FRR scores
for the Dutch dataset. Using these same parameters, we then
tested on the Chinese dataset as well, achieving the results
above. This process explains in part why the results for the
Chinese dataset are significantly lower than for Dutch.

Looking at the plots of training and validation loss below,
we conclude that we have overfit our training set to at most a
small extent. When we train for longer than 20 epochs, the
training loss does not become significantly less thant the
validation loss until after roughly 15-20 epochs, and after
this point, training loss continues to decrease but validation
loss begins to increase. At this point, validation accuracy
peaks as well and then begins to decrease.

Our test accuracies are in the same ballpark as the val-
idation accuracies but are somewhat lower. We tuned sev-
eral hyperparameters using the validation dataset, including
learning rate, regularization constant, and number of layers
to train. Because the settings we chose reflected the best
performance on the validation set, it’s likely that the hyper-
parameters were to some extent fitting noise in the valida-
tion set.

5.3. Parameter Updates

One important aspect of our training is which parameter
update algorithm we use. We considered a number of differ-
ent parameter update schemes as trials. We tested various
update rules on our main task. Unsurprisingly, SGD was
consistently slower to converge than any of the other meth-
ods. We had trouble finding hyperparameters that got Adam
to converge, although it’s possible that this is because we
did not try enough combinations. This result was surprising
since Adam is often recommended as an update rule instead
of simpler methods, but we were unable to get Adam to
achieve the same accuracies as RMSprop or Nesterov. Our
final choice of update algorithm was Nesterov Momentum,
which performed similarly to the other best algorithms in
terms of validation accuracy and which was attractive due
to its simplicity. The following indicates validation accu-
racy over time with various update algorithms:

Figure 4. Validation accuracies on test sets for each kind of param-
eter updates

5.4. Hyperparameter Choices for Main Task

For this task, our best model used L2 regularization with
a regularization constant of 2e-3. We found this hyperpa-
rameter using a coarse-to-fine search approach and selecting
values that produced the best validation accuracy. Using a
nonzero regularization constant was essential to our results,
as running the network with no regularization produces se-
vere overfitting.

We used a learning rate of 1e-4, which was the default
learning rate for the Nesterov Momentum update. We con-
ducted a few training runs with values near this on both
sides but did not see better results.
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For our dropout layers, we used a dropout value of 0.5.
This was the value that was coded into the VGG-16 archi-
tecture that we downloaded.

We trained for a total of 16 epochs to find our best
model on the Dutch validation dataset. The Chinese dataset
achieved its maximum validation performance after 20
epochs. For both these training runs, validation set perfor-
mance began to decrease after this point.

We chose to let only the fully-connected layers at the end
of the network train, keeping the pretrained weights fixed
for the convolutional layers. We made this choice because
it led to better performance and faster convergence, and also
because allowing more layers to train made our training
slower and made it use more computational resources.

5.5. Main Task Training Plots

Figure 5. Accuracy Per Epoch for the Main Task

Figure 6. Loss Per Epoch for the Main Task

5.6. Unseen Identities Experiment

We are able to achieve high results on this main task be-
cause the test data resembles the training data, in that it con-
tains signatures from the same people. We wished to expand
our results to more difficult tasks in which the datasets were

less similar. One such task is to test the network on a set
of signatures that are by entirely different people than the
training set.

For this experiment, we split our data set into training,
test, and validation sets containing 80%, 10%, and 10% of
the data respectively. The difference, however, is that the
validation and test sets consist only of signatures by new
people and forgeries by new people which are not present
in the training set. A network that is successful at this task
would be learning some sort of information about distin-
guishing signatures from their forgeries that is true across
the signatures of all people. It is unclear whether such in-
formation exists, and as a result we did not expect very high
performance at this task. For this task, our best model used
L2 regularization with a regularization constant of 3e-3, a
learning rate of 1e-4, and a dropout value of 0.6. Our re-
sults are summarized in the following table:

Category Dutch Result
Validation Accuracy 73%

Validation FAR 22.2%
Validation FRR 28.3%
Test Accuracy 76%

Test FAR 28.6%
Test FRR 21.8%

Because of the class skew of the Dutch dataset, a net that
predicted genuine for every signature would achieve a clas-
sification accuracy of 67% (with an FAR of 100% and FRR
of 0%). Our performance is somewhat better than this, and
our mistakes are more evenly spread out between both types
of misclassifications. However, these results are not much
better than guessing all genuine. This indicates that our net-
work was able to pick up on some information that remains
constant across the signatures of all people, but this infor-
mation was only enough to achieve an accuracy slightly bet-
ter than a naive baseline.

Our training runs for this task fell victim to overfitting.
Increasing the regularization parameter and dropout per-
centage were helpful, but only for small increases - for large
increases, the network stopped learning at all. Training for
fewer epochs was also helpful to combat overfitting – our
best models were trained for only 5 epochs, and perfor-
mance started to decline sharply after this due to overfitting.
Training loss continued to decrease but validation loss be-
gan to increase at this point. It is reasonable to expect that
overfitting would be a problem with this type of task, as it is
easy to learn information that distinguishes signatures from
their forgeries in a way that is specific to the person, but
more difficult to get this to generalize to new people.

In terms of classification accuracy, the results from this
experiment are little better than guessing the same, most
common class for every single test example. This indicates
that there is not enough information present in this task to
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make reasonable predictions, at least with our CNN method.
We decided not to continue this experiment with the Chi-
nese dataset, moving on instead to a more tractable problem
detailed below.

5.7. Writer-Dependent Comparison Task

We adapted the 2-channel network from [CITE] for our
task. We train our network on (genuine, genuine) pairs and
(genuine, forged) pairs for all IDs in our training set (n =
10 IDs). We test solely on unseen IDs. Thus, the network
should learn to tell when two signatures are the same or dif-
ferent. For each test ID, there are 10 reference signatures
that are known to be genuine, and 25 questioned signatures,
which are either genuine or forged. At test time, we send ev-
ery questioned signature into the network paired with each
reference signature. Thus, each questioned-reference pair-
ing serves as a vote, and if the network deems that the ques-
tioned signature differs from too many of the reference sig-
natures, it is classified as a forgery.

Category Dutch Result
Validation Accuracy 67.1%

Validation FAR 33.0%
Validation FRR 33.0%

Unfortunately, this experiment had comparable results to
the unseen identities experiment. However, our results suf-
fered from a peculiar error that gives room for hope in future
experiments. The success of our model varied significantly
from ID to ID. On some IDs, the model perfectly classified
the forgeries and genuine. When our model failed, it tended
to fail for most examples within that ID, usually by either
guessing uniformly genuine or forged.

6. Conclusions
We experimented with several variations on signature

verification tasks. We showed that convolutional neural net-
works do an excellent job of verifying signatures when al-
lowed access during training to examples of genuine and
forged signatures of the same people whose signatures are
seen at test time. We then conducted an experiment where
we tested our network on the signatures of new people
whose signatures had not been seen at all during training,
resulting in performance little better than a naive baseline
due to the inherent difficulty of this task. Finally, we pro-
posed a novel architecture for the comparison of signatures
which has promise for future work in signature verification,
specifically in situations where a possibly-forged signature
can be compared to known genuine signatures of a specific
signer.

We propose two directions for future work. First, access
to more resources would allow us to achieve better perfor-
mance on our main task. Specifically, being able to train

on a larger dataset with more signature examples per per-
son could achieve higher accuracies, as well as training a
larger network for more epochs, which we were not able to
do due to time and computational resource constraints. We
were also constrained here by the fact that our dataset was
relatively small, only on the order of thousands of exam-
ples, and that it is difficult to find good publically available
signature datasets.

The Writer Dependent Comparison Task also appears to
be a promising direction for future exploration. This task
is attractive because it mirrors the situation of a real-world
application of signature verification. Although we were un-
able to achieve high results at this task, the literature on
signature verification indicates that our method is promis-
ing. Having access to more data and more computational
resources would likely allow us to achieve stronger results
at this task as well. With access to these, we would train our
model on larger datasets and allow more layers to train for
more epochs. This problem would also require more time
spent carefully tuning the network, which we were unfortu-
nately unable to do for this problem.
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